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Editorial Review

From the Inside Flap

IT Compliance and Controls Best Practices for Implementation

A considerable degree of attention has been placed on organizations to improve and disclose the state of
Information Technology (IT) internal controls within the United States as a result of several regulations,
most prominently, the Sarbanes-Oxley Act of 2002, Section 404. Whether the result of a newly induced
government mandate, a recent court ruling, industry trade groups, or from concerned stakeholders in the
organization, these regulations have the ability to disrupt business. But no matter what the source,
organizations are being strongly encouraged to have IT internal controls and to disclose these to the
requesting parties. Dispensing invaluable insight into the complex world of interweaving government and
industry mandates from around the world, IT Compliance and Controls provides a road map to effectively
answer the question, "How much is enough?"

Providing CIOs, CTOs, IT auditors, audit managers, and IT managers with an in-depth analysis of the
leading influencers, the regulations, and the available frameworks and guidance documents, IT Compliance
and Controls begins with a discussion of the challenges enterprises face in adopting internal
controls—including how to sell an IT control framework to upper management andhow to identify the
appropriate controls for the organization—and offers tips and techniques to manage these controls. The book
also presents the most important and effective controls being relied upon in the United States and abroad,
and validated by auditor tests.

Author James DeLuccia takes a practical approach to evaluating the organization's IT internal control needs
and merges these with the regulated mandates as he develops a plan for achieving a balance of business and
assurance. The book includes a thorough breakdown of a core set of principles, showing readers how to
implement these best practices successfully within their own organizations. It concludes with a discussion of
the future of IT internal controls, the challenges that lay ahead, and the technology being employed to
enhance the quality and contribution of these control environments.

Written to enlighten those with senior responsibilities on the impact of the technological relationships being
established around the world, IT Compliance and Controls provides readers with an in-depth understanding
of the business drivers as well as a guided approach to presenting and communicating IT control needs to
those at the executive level and board of directors.

From the Back Cover

Praise for IT Compliance and Controls

"James DeLuccia outlines a comprehensive, integrated strategy for achieving regulatory and legislative
compliance. This approach is vastly superior, both in scalability and in sustainability, to the siloed
compliance strategies that are often seen."
—Dr. Richard Reiner, founder, Assurent Secure Technologies

"Deluccia's book is a great primer and must-read for executives who deal with risk on a day-to-day basis. It



masterfully combines the tactical nuts and bolts with the breadth of strategy that all executives must
understand in dealing with mitigating risk within the walls of Information Technology in today's global
economy. This book offers a structured architectural approach, a 'blueprint in effect,' for new and seasoned
executives and business professionals alike to understand the world of compliance — from the perspective of
what the problems are, where they come from, and how to position your company to deal with them today
and into the future."
—Salil J. Kulkarni, Chief Operating and Information Officer, IVOX Corporation, and former Chief
Information Officer, John H. Harland Company

Throughout IT Compliance and Controls, managers and directors charged with supporting environments will
discover a refined list of business best practice controls that are explicitly written to ensure they meet the
regulations in today's environment, including:

The opportunities and challenges of operating in a global environment●

How technology enables the world market●

Importance of IT controls●

Reality and risks to IT controls being effective●

Enterprise risk analysis●

Access and authorization●

Building a system of IT compliance and controls●

This meticulously detailed reference includes materials supported by matrices that map controls to specific
regulations and checklists, helping you assess the controls in your own organization.

Reach the highest levels of control and ROI with the best practices found in IT Compliance and Controls.

About the Author
James J. DeLuccia IV, CIA, CISA, CISSP, enables organizations to leverage information, technology, and
control environments to create competitive advantage and optimize business performance. A recognized
expert on risk management, security, and compliance, he provides assurance and advisory services to
companies worldwide. DeLuccia, an architect and contributor for international standards and frameworks,
provides regular contributions to the PCI and compliance body of knowledge. He holds dual bachelor
degrees in information systems and risk management, and an MBA in finance.

Users Review

From reader reviews:

Susan Swain:

Book is written, printed, or created for everything. You can learn everything you want by a publication.
Book has a different type. As you may know that book is important issue to bring us around the world. Next
to that you can your reading skill was fluently. A publication IT Compliance and Controls: Best Practices for
Implementation will make you to end up being smarter. You can feel more confidence if you can know about
everything. But some of you think which open or reading a new book make you bored. It isn't make you fun.
Why they are often thought like that? Have you trying to find best book or suitable book with you?



Ann Bland:

Hey guys, do you wishes to finds a new book you just read? May be the book with the title IT Compliance
and Controls: Best Practices for Implementation suitable to you? Often the book was written by well known
writer in this era. Often the book untitled IT Compliance and Controls: Best Practices for Implementationis
one of several books that everyone read now. This specific book was inspired many people in the world.
When you read this e-book you will enter the new dimension that you ever know previous to. The author
explained their plan in the simple way, consequently all of people can easily to comprehend the core of this
publication. This book will give you a great deal of information about this world now. In order to see the
represented of the world with this book.

Bridgett Killion:

IT Compliance and Controls: Best Practices for Implementation can be one of your nice books that are good
idea. All of us recommend that straight away because this book has good vocabulary which could increase
your knowledge in language, easy to understand, bit entertaining however delivering the information. The
writer giving his/her effort to get every word into pleasure arrangement in writing IT Compliance and
Controls: Best Practices for Implementation nevertheless doesn't forget the main place, giving the reader the
hottest along with based confirm resource info that maybe you can be one among it. This great information
can drawn you into new stage of crucial contemplating.

Cassandra Giron:

It is possible to spend your free time to read this book this book. This IT Compliance and Controls: Best
Practices for Implementation is simple to bring you can read it in the area, in the beach, train along with
soon. If you did not have got much space to bring typically the printed book, you can buy the particular e-
book. It is make you better to read it. You can save the particular book in your smart phone. Consequently
there are a lot of benefits that you will get when one buys this book.
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